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Summary

Both Windows 2000 and Windows XP present unique security issues when connecting to the HSC network.  The Information Services department therefore installs SecuRemote software to enhance the security of remote connections to the HSC network and disables selected system services that may present potential security or network problems.  This document describes both what is done and the reasons.  You are then asked to sign an agreement stating that you will not change the security related settings without specific permission.

Background

The USF Health Sciences Center’s network system transmits and stores considerable volumes of highly confidential information relating to individual patients and their conditions, and to sensitive research information.   Thus, for both ethical and legal reasons it is important to safeguard that information.  Since many of the resources are shared among HSC users whose work would be adversely impacted if those resources were unavailable, it is important to safeguard all network and computer systems from misuse or penetration.  Protecting confidential information and protecting the computers systems within the Health Sciences Center is the responsibility of every user.

The Microsoft Windows 2000 and Windows XP operating systems present some special challenges in a university environment.  These are very powerful computer operating systems, more closely related to the server operating systems of the past than to the older versions of Windows.  They were designed by Microsoft to be operated in a corporate environment where very tight controls and security is enforced.  Most corporations restrict their staff to very limited control over their machines, thus by default preventing the user from turning on dangerous services.

Obviously, the Health Sciences Center, and the University, is not a corporation and cannot utilize the same restrictions.  However, there is still a need to protect computers and sensitive information.  To address this the HSC Information Services department has developed an installation process that disables or removes Windows 2000/XP services known to cause security threats.  This significantly reduces the likelihood of these services being inadvertently used.  If after these setting have been made the services are altered back or turned back on it can be assumed that it was a deliberate act and can be dealt with accordingly.

It is important that the user understand what is being done and why.  This document will provide this information.

The purpose of this document then is to detail: 

· How HSC Information Services is configuring your Windows 2000/XP equipped computer.

· The reasons for specific changes that have been made.

· The services and applications that have been specifically installed or activated to provide enhanced security.

· The system elements that have NOT been installed, or that have been removed, and why.

· The general types of programs and services that should not be installed on your computer and why.

If you have specific needs, or have some program that seems to require that one or more of the items listed be activated or installed, please contact us so that we may assist you in evaluating those requirements, and if necessary provide special waiver and assistance in performing the configuration.  It is possible to detect most of the “problem” programs and services, and we do perform regular scans looking for security breaches.   Nonconforming systems are disconnected from the network without notice.

Objectives

The primary objective in developing this configuration is to prevent “Workstations” from acting on our network as “Servers” since it is these Server functions that cause the machine to advertise itself as available and make it an attractive target for intruders or viruses.   Thus, any service that tends to allow others on the network to gain any type of access to the workstation, or the files and programs on it, is disabled if possible.  This includes such obvious things as not installing the ability to set up personal web servers and FTP sites.  It also includes disabling services that allow the “sharing” of one’s desktop via NetMeeting, or the contents of one’s clipboard via ClipBook, or setting up Terminal Services so that others may run programs remotely on your PC.  

Other things cannot be easily disabled since they are fundamental parts of the operating system.  This specifically includes the ability to “share” all or part of your PCs hard drive across the network.  Here we must simply state that it is against policy to do so and request that you abide by that.  The one glaring exception is the sharing of printers, which is permitted if needed.

Under no circumstances should a “Remote Access Server” that allows people to dial in via modem and to connect to the network through your computer be installed on any machine connected to the HSC network.  Nor should any of several other schemes that allow outside parties to “tunnel” in to the HSC network be implemented.  This is grounds for immediate disconnection and cancellation of account privileges, and may constitute grounds for further legal actions.

Again, if you feel that you need to use any of these types of applications, please contact us to discuss the best way to accomplish your objectives.

Applications/Services Installed or enabled for Security Reasons
SecuRemote – This is an application that works in conjunction with the HSC firewall system that provides a secure encrypted connection between remote computers and those systems on our internal network.  This will activate whenever you connect to any HSC system from “outside” the firewall.  Your e-mail account ID and password are required to complete the connection.  This application MUST be used when accessing the network remotely.

McAfee Virus Scan – It is the policy of the Health Sciences Center that virus scanning software with current virus signature files be installed and active on all computers connecting to the HSC network.  The University provides McAfee under site license.  This will be configured to download new signature files weekly.  If your computer is usually not connected to the network you will need to regularly run updates manually.  Call the IS Support Desk at 947-6288 for instructions.

Internet Connection Firewall (Windows XP Only) – This is a native Windows XP function that provides basic firewall protection to an individual computer.  For those who are using Windows 2000, or for XP users who wish for an even higher level of protection, Information Services recommends the Zone Alarm “personal firewall” program supplied by Zone Labs.   (www.zonelabs.com).  There is a free version for home users, and a Professional version for under $40 that may be used on USF owned machines used outside the USF firewall.

Automatic Updates – This service, which is normally activated in a default Windows installation, should not be turned off.  Many of the updates, particularly those entitled “Critical Updates” are security related patches and resolve recently discovered vulnerabilities.  It is very important that, when notified, you promptly allow these updates to install.

Services Disabled for Security Reasons

Clipbook – Enables Clipbook viewer to store information and share it with remote computers.

Help and Support (XP only) – Enables Help and Support Center to run on the computer.  This does not keep “help” from running on your computer, but does stop you from being able to open your computer to “a friend” or to Microsoft.  This might be re-enabled at some time if we get the ability to offer this service internally.

NetMeeting Remote Desktop Sharing – Enables an authorized user to access the computer remotely using NetMeeting.

Network DDE – Provides network transport and security for Dynamic Data Exchange for programs running on the same computer or different computers.  There are not currently many applications for this, and it may not work outside the “fully integrated environment” discussed.  If you have a need for this contact IS.

Network DDE DSDM – Manages Dynamic Data Exchange network shares.

Remote Desktop Help Session Manager (XP only) – Manages and controls Remote Assistance.  See “Help and Support”

Remote Registry – Enables remote users to modify the registry settings on the computer.  Probably used in conjunction with Help and Support, but could have dire consequences if hacked.

Routing and Remote Access – Offers routing services to businesses in local area and wide area network environments.  This is not required in our environment and has the potential to cause network disruptions.

Telnet – Enables a remote user to login to the PC via the Telnet internet protocol.  The remote user can then run applications, view files, etc.

Terminal Services – Allows multiple users to be connected interactively to a machine as well as the display of desktops and applications to remote computers.  The underpinning of Remote Desktop, Remote Assistance, and Terminal Server.

World Wide Web Publishing Service – This is Internet Information Server, used to host web pages from the local computer.  IIS is the target of many attacks and exploits.  HTTP requests are blocked at the firewall except when directed at authorized web servers.

Applications/Services Not Installed or Removed for Security Reasons

FTP Publishing Service – This allows the configuration of a “File Transfer Protocol” server.  With this running, but configured incorrectly, it is possible for intruders to gain access to your file system.  This service is blocked by the HSC firewall, so there is really no reason to have this anyway.

IIS Admin – Used in conjunction with local web site or FTP servers.

Simple Mail Transfer Protocol – Opens a mail server port on the machine that is a point of attack for hackers.  This is NOT required for your e-mail to work.  

Simple TCP/IP services – Supports some older UNIX networking services that are not required, but that open other ports with the potential for attack.

SNMP Service – Supports the use of networking equipment that uses SNMP (Simple Network Management Protocol) as a mode of management. 

SNMP Trap Service – See above.

World Wide Web Publishing Service – This is Internet Information Server, probably the most regularly attacked component of Windows.  HSC Information Services provides secure space for Faculty, Staff, and Students to create both personal and professional web sites.

Full Listing of Standard Windows 2000 and XP System Services

Attached is a complete list of the standard services, a brief description, their default settings, and the HSC standard settings.  You will note that a number of services that are not typically used in our environment are disabled, or set to “Manual” to free system memory and enhance performance.  These can safely be returned to their default settings if required by some application.  Please do not change the settings on any of the services listed above or indicated on the following list as being disabled for security reasons.  If you have questions or suggestions, they are very welcome.

USF Health Sciences Center

Windows 2000/XP Administrative Account Agreement

I hereby acknowledge that I have received the document entitled “Network Security Considerations in the Use and Configuration of Microsoft Windows 2000 and Windows XP Professional” and understand that misuse of these operating systems may compromise the security of the Health Sciences Center’s computer network.  

I agree as an addendum to my acceptance of the HSC Computer Account Agreement that I will not attach any computer system running Windows 2000 or Windows XP to the HSC computer network either directly or remotely via modem, cable, DSL, etc., with any of the services or types of applications activated that are noted in this document as being security concerns, or with any of the applications disabled that were installed to enhance security.

I also understand and agree that if from time to time new security concerns are identified by HSC Information Services I will take the steps requested to eliminate the concerns or arrange for HSC Information Services personnel to take those steps for me. 

______________________________________
______________
Print Name 





Print HSC User ID
______________________________________________
_________________
Signature





Date

NOTE: Because HIPAA compliance is a requirement for HSC, any workstation is subject to random security checks by HSC security personnel. Any workstation found to be at variance to HSC security procedures will be subject to network removal without notification as part of the security response.

	IS Technician Information

Date Security Setup Completed ____________        Technician _____________________________

                                                                                                                   (Printed Name)

                                                                                    Signature ______________________________
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